EMAIL PHISHING

M Guide to Staying Safe

RED FLAGS

Unsolicited emails

Unknown sender and recipients

Generic subject line or salutation
Suspicious hyperlinks or attachments
Spelling, grammar, or punctuation errors

Don't take the BAIT

Forward suspicious email to someone
Click on links

Open attachments

Disclose confidential information
Reply directly to suspicious email

3 Use SAFE Methods

Use valid online search tools to find valid info.
Take screenshot, email using valid sender info.
Share your screen with manager using Teams.
Have manager look over your shoulder at email.

REPORT Emails

1. Report email using the phish alert report button.
2. Validate email is not part of simulated phishing campaign.
3. Call Technology Support Center (TSC) if you do not receive
an automated response that email was reported.

<« STAY AWARE

You play a crucial role in keeping our company safe.
When in doubt, report all suspicious emails immediately
and then delete the email.



